
 

        RAMP Support for RQF Repositories 
 

Summary 

·  mura is a Fedora-based repository that can be used for the RQF and as an Institutional 
repository 

·  mura supports the required RQF authentication method (Basic Authentication over SSL), as 
well other approaches, including Shibboleth and the Australian Access Federation 

·  mura meets all other technical requirements of an RQF repository for the ASHER program, 
including direct access to single file outputs and internet-rendered non-traditional outputs 

·  mura can support both “open access” and “dark repository” requirements via alternative 
front-ends to a single Fedora core repository – avoiding repository duplication 

·  mura has powerful features to manage flexible access control over collections and items 
using open standards (XACML), based on a simple web-based interface (no XML editing) 

·  mura’s flexibility allows it to support the needs of both the RQF and the DEST Accessibility 
framework within a unified system 

·  The RAMP project can provide RQF support (via ASHER) for mura, including hosting, 
installation, configuration, training, branding, data migration, helpdesk and documentation. 

 

Background 
Research Activityflow and Middleware Priorities (RAMP) is a DEST funded project from the 
Systemic Infrastructure Initiative (SII) based at the Macquarie University E-Learning Center of 
Excellence (MELCOE). RAMP has developed a flexible authorisation module for repositories 
(using the XACML open standard) and implemented this as the core of a new, fully open source 
front-end (or GUI – Graphical User Interface) for Fedora. mura is the product name for this new 
repository system. 

Building on the well-known scalable Fedora repository software, mura adds a suite of software 
modules to deal with the needs for secured authentication, and flexible authorisation that are crucial 
to meeting the access control requirements of a Research Quality Framework (RQF) repository.  

A key advantage of mura is that the core Fedora repository can now have consistent access control 
policies for multiple front-ends even if they are hosted across multiple machines or spanning 
institutional boundaries. This is not possible with the traditional approach of having a single GUI 
handling authentication and authorisation internally and in a non-standardised way. This feature 
allows mura to provide alternative front-ends to cover the different requirements of an Institutional 
Repository, a RQF repository, a Personal Researcher repository, etc, all based on a single core 
Fedora repository. 

mura  support for RQF 
It has been recognised by the repository community in Australia that the RQF has complex access 
control requirements that will be challenging to implement using many current repository systems. 
In particular, the requirement to support both open access to certain areas of a repository, and 
restricted access (eg. for RQF assessors) to other areas, will require very flexible access control 



mechanisms, especially in light of the fact that the access restrictions will need to change over time 
(such as from DEST Accessibility Framework requirements in the years following the RQF – mura 
supports changes to access policies for items and collections at both metadata and object levels, 
hence supporting open access requirements for the future as required. This includes support for 
multiple objects with the same metadata record, eg, publisher PDF and researcher pre-print, where 
one object can be set for restricted access and the other open access). Consequently, many Higher 
Education Providers (HEP) are considering the use of one open repository for publicly available 
materials, and a second dark repository for RQF purposes. This leads to costly duplication in the 
setup, configuration and maintenance of multiple repositories.  

mura was built with flexible access control as a foremost priority, and thus can address the access 
control requirements of the RQF at same time as other uses, such as an Institutional Repository. 
This means that mura support Basic Authentication (via SSL) using SSL certificates to secure 
communications with the RQF Information Management System (IMS) and receive user 
credentials. mura also meets other ASHER RQF repository requirements such as having a link for a 
research output point directly to a single file, support for non-traditional outputs that can be 
rendered over the internet, and restricted access due to copyright, commercial or cultural reasons. In 
addition, the RAMP team will continue to liaise closely with DEST to ensure mura meets any 
future requirements for the RQF IMS. 

The RAMP team is pleased to offer support for institutions who would like to deploy mura for their 
RQF repositories under the DEST-funded ASHER program. The RAMP team, with the support of 
MELCOE, will continue to support mura to the end of 2008 and beyond. The ASHER support 
package for mura covers the following areas: 

Hosting 

A HEP can choose to have their RQF repository hosted onsite at their institution or offsite in a well-
managed data centre. For onsite hosting, the RAMP team will assist the HEP with installation and 
configuration of the software. For offsite hosting, we can provide the necessary hardware, server 
rack space, network connectivity, and redundancy support, in addition to the deployment of the 
software. RQF administrators from each HEP will be given complete remote access to their own 
server. 

Branding 

We will assist HEPs with the branding of their own RQF repositories. This includes the use of each 
HEP's logo and icons, and their own specific layout, colour scheme, etc. 

Repository Management 

mura provides flexible mechanisms for HEPs to specify how their repositories are to be organised. 
This includes the ability to support extensible and hierarchical collection types.  

For authentication, our software supports all the authentication mechanisms that Fedora supports, 
including Basic Authentication, LDAP, and RDBMS authentication. Access can be either over non-
encrypted channels or over SSL encrypted channels. In addition, mura includes Shibboleth 
authentication to support easy integration with the Australian Access Federation Shibboleth 
infrastructure.  

In terms of authorisation, HEPs can choose to enforce a wide range of policies ranging from fine 
grained ones that apply to individual objects and even datastreams within each object, to coarse 
grained ones that are applicable at the collection level. The policies can be customised through an 
intuitive user interface that is part of mura so HEP RQF administrators never have to view or edit 
raw XML policies. This flexibility allows mura to support not only RQF requirements, but also the 
wider requirements of the DEST Accessibility Framework for future years beyond the RQF. 



The RAMP team will provide the necessary help so that the repository can be customised according 
to the requirements of the HEP. 

Migration 

The RAMP team recognises that there are a wide variety of repositories that are currently being 
used by HEPs around Australia. To deal with the issue of data migration between different 
repositories, we will provide help on how to perform batch export from the various existing 
repositories to a standardised format that can then be imported to the Fedora repository that is being 
used by mura. Importantly, we will also provide mechanisms to export data from any Fedora 
repository to standardised formats that can be used by mura (or any other repositories). NB: mura 
does not require any code modification of Fedora software. 

Training 

The RAMP team will conduct regular workshops and training sessions on our software either onsite 
at each HEP using mura. We will also provide open workshops at the MELCOE offices at 
Macquarie University. The training will be specifically targeted at different audiences such as IT 
administrators and repository managers. 

Helpdesk Support 

If there are any questions or problems, HEP members will be able to contact the RAMP helpdesk 
via phone during business hours or emails at any time of the day. The RAMP team of developers 
will address the queries of HEP mura users as a matter of priority (usually within 1 business day). 

Documentation and Licensing 

The DRAMA team will provide full up-to-date documentations on how to install and configure 
mura and its related Fedora back-end components. Importantly, since each component was 
designed to be as decoupled from each other as possible for re-use, we will also provide the 
documentation detailing the interface (APIs) for each component. This will allow HEPs developers 
to create new add-ons and modules that leverage mura. An example of this would be the ability of a 
HEP to create their own Portal interface to the underlying Fedora repository, while still maintaining 
the same consistent access control as the mura front-end being used for the RQF. 

All mura software (including full source code) will always be freely available as open source 
software under the Apache V2 open source license. All documentation will be made freely available 
under a Creative Commons open content license. The version of mura for RQF is V1.0. 

Contact Details 
Dr. Chi Nguyen (Project Manager) 
Ph: +61 2 98504140  
Email:chi@melcoe.mq.edu.au 
 

Further Information 
mura brochure http://www.ramp.org.au/drama/documents/mura-handout.doc 

mura demo  http://mura.ramp.org.au  

mura download http://drama.ramp.org.au 

RAMP project site http://www.ramp.org.au 

 


